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Immobilizer System Service Tips (1)

Circuit Description
The immobilizer system will disable the vehicle unless the proper ignition key is 

used. In addition to the currently available anti-theft systems such as car alarms, 

the immobilizer system aims to drastically reduce the rate of auto theft.

The immobilizer system consists of a passive challenge - response (mutual 

authentication) transponder located in the ignition key, an antenna coil 

located in door warning switch, a encoded immobilizer module, an indicator 

light and the ECM. 

The immobilizer module communicates to the ECM via a dedicated 

communications line. Since the vehicle engine management system is able 

to control engine mobilization, it is the most suitable unit to control the 

immobilizer system.

When the key is inserted in the ignition and turned to the ON position, the 

antenna coil sends power to the transponder in the ignition key. The 

transponder then sends a coded signal back through the immobilizer module 

to the ECM. 

If the proper key has been used, the ECM will energize the fuel supply 

system. The immobilizer indicator light illuminates, indicating that the 

immobilizer module has recognized the code sent by the transponder.

If the wrong key has been used and the code was not received or recognized 

by the ECM the indicator light will blink.

Function of immobilizer components

TRANSPONDER (Built-in keys)

The transponder has an advanced encryption algorithm. During the key 

teaching procedure, the transponder will be programmed with vehicle 

specific data. The vehicle specific data are written into the transponder 

memory. The write procedure is once only; therefore, the contents of the 

transponder can never be modified or changed.

Antenna coil

The antenna coil has the following functions.

- The antenna coil supplies power to the transponder.

- The antenna coil receives signal from the transponder.

- The antenna coil sends transponder signal to the immobilizer module.

It is located directly in front of the steering handle lock.

Immobilizer module

The immobilizer module carries out communication with the built-in 

transponder in the ignition key.

This wireless communication runs on RF (Radio frequency).

The RF signal from the transponder, received by the antenna coil, is 

converted into signal for serial communication by the immobilizer module. 

And, the received signal from the ECM are converted into an RF signal, 

which is transmitted to the transponder by the antenna coil.

The immobilizer module does not carry out the validity check of the 

transponder or the calculation of encryption algorithm. This device is only an 

advanced interface, which converts the RF data flow of the transponder into 

serial communication to the ECM and vice versa.

ECM

The ECM carries out a check of the ignition key using a special encryption 

algorithm, which is programmed into the transponder as well as the ECM 

simultaneously. Only if the results are equal, the engine can be started. The 

data of all transponders, which are valid for the vehicle, are stored in the 

ECM.

1.

2.

3.

4.

RF Commnication

Antenna coil

Encryption 1
Encryption 2

Key cylinder

Encoded
immobilizer module

+
Encryption

        ECM
. Immobilizer
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The immobilizer module communicates to the ECM via a dedicated 

communications line. Since the vehicle engine management system is able 

to control engine mobilization, it is the ee eee e most suitable e ununuunittttt ttttto o oo o o control the

immobibibibiib llizezezezezez rrr rr r sysysysysyyysssstememmmmm.

When tttthehhehehehee kkkkkkkeyyyyy iss ininiinsesesertrtrtrtrttededededededdd iiiiiinnn thththththeeeeee igggggnininitititiononon aaandndndndnd ttttturrrrneneneddd tootototo ttttthehehehehe OOOOONNN NN popopop ssisss titionoonoono ,, thththeee

antenna coil ssssseends power to thhhhhhe transponder in the ignition nn n kekkkk y. Thehehehee 

transpponooooo der then sends a coded signal bababbab ck throughggggg  the immobilizer mmodule

to the EEEECMCMCMCMCMCM.

If the proper key has been used, the ECM will energize the fuel supply 

systemmmmmm. Theee immommmmm bilizer indicator lighgggg t t t t ilillluminates, inddicici ating that the 

immobbbilizeeeeer momomomomomodudududududduddduulellelell hhhhhhasasasasaaaas rrrrrrrrececececeecee ogogogogogoogninininininizezezezezezezezz dd dddddddd ththhhhheeee ee cococococococcodedededededdde sssssssenenenenenent t tt tt bybybybybybybyby tttttttthhheheheheheheh tttttrararararaaransnsnsnssnspopopopoppopondndndndndndnddnn erererererrerere ...

If the wwwwwwrorororrongngngg kkkeyeyeyy hhhasasas bbbeeeeeennn usususededed aaandndnd ttthehehe cccodododee e wawawasss nononottt rererecececeivivivededed ooorr r rererecococogngngng izizizededed 

by the ECM the indicator light will blink.

The antenna coil has the following functions.

- The antenna coil supplies power to the transponder.

- The antenna coil receives signal from the trrrranananananspsspspponder.

- ThThThTheeee ananananteteteteennnnnnnnna coil sends transponderrrrr sssigigigiggnalllll tototototoo ttttthehehehh iiimmmmmmmmmmmmobobobobobilililili izizizizizizer module.

ItItt is ss s lololocacacateteeteddd d dddiddd rectly innn front of the steeeeeerererereerinininnnggggg handle lock.

ImII mobilizer modulleeel

The immmmmmooobibbb lizer module carrieseseses ooooutututut ccccomomomommmumuumunnnin cation wwwitithh thhhheeeeee built-in 

trtrtrrtranananaa spsspspsss ononononondedededededer rrrr in the ignition keyyy.y.y.

This wireless communication runsnnsnsn ooooonnnnnn RFRFRFRFRF (((((RaRaaaRaRaRadiddidididioo ooooo ffffrrfffrf equency).

The RFFFF sssigigignannn l from ttttthehehehehe tttttrarararansnsnsnsnspopopopoponderererer,, , rererecececeeivivivvvi eeeededd by the antennaaa aaa coil, is 

cococococooonvnvnvnvnvnvvnverererererereere teteteteteteteeeddddddddd intto signal fofofooorrr ssserial ccccccomomomomommmmumm nication by the immmobilizer module. 

AnAnAnd,d,d,, ttthehehe rrrecececcecece eived signal from thhhhheeeeee EEECEEE M are converted into an RF signal, 

which is transmitted to the transponder by the antenna coil.

The immobilizer module does not carry out the validity check of the 

3.3.33.
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Immobilizer System Service Tips (2)
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